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Why fully
homomorphic
encryption



Why fully homomorphic encryption
Remote cloud storage services (such as Dropbox, Google Drive and Google Photo) are used for
backups or outsourcing data.

Cloud has full access to (sensitive) data: medical data, emails, financial data, pictures, . . .
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Why fully homomorphic encryption
Remote cloud storage services (such as Dropbox, Google Drive and Google Photo) are used for
backups or outsourcing data.

Security
Efficiency

Cloud has full access to (sensitive) data =⇒ Naïve solution: encrypt everything.
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Why fully homomorphic encryption

Encrypting everything protects the data, but it also makes the data useless to the cloud: nothing
can be computed on it any more.

FHE permits computations over encrypted messages

Encpk(m1)× Encpk(m2) = Encpk(m1 ×m2)

Encpk(m1) + Encpk(m2) = Encpk(m1 +m2)

Cloud has full access to (sensitive) data =⇒ Optimal solution: use FHE.
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History...

Schemes based on LWE and RLWE problems

Schemes based on ideal lattices
Schemes based on AGCD problem

Schemes based on NTRU
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The notion of fully homomorphic
encryption, originally called

privacy homomorphism

(Partially)
homomorphic

encryption

First FHE
scheme

?

Rivest, Adleman, Dertouzos On data banks and privacy homomorphisms (1978)
3



(Partially) homomorphic encryption

RSA cryptosystem by Rivest, Shamir and Adleman (1978)– homomorphic with respect to
multiplication
Goldwasser and Micali (1982) – homomorphic with respect to bit addition (XOR)
ElGamal (1985) – homomorphic with respect to multiplication
Benaloh (1994), Naccache and Stern (1998), Paillier (1999) – homomorphic with respect to
addition

. . .almost there . . .
Boneh, Goh and Nissim (2005) an arbitrary number of additions and just one multiplication,
then again an arbitrary number of additions.
Aguilar Melchor, Gaborit and Herranz (2008) proposed a theoretical approach that permits
chaining several homomorphic schemes in order to have a fixed amount of multiplications and
additions.
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What is a homomorphic encryption scheme?

A public key homomorphic encryption scheme E is a set of probabilistic polynomial-time
algorithms (KeyGen,Enc,Dec,Eval), where (KeyGen,Enc,Dec) are as usual and
KeyGen takes as input the security parameterλ and outputs the secret key sk, the public key pk
and a (public) evaluation key evk, needed to perform homomorphic operations over ciphertexts;
Eval takes as input the evaluation key evk, a function f and a t-uple of ciphertexts (c1, . . . , ct),
and outputs a ciphertext cf such that

cf = Evalevk(f, (c1, . . . , ct)) and Decsk(cf ) = f(m1, . . . ,mt).

Note
The ciphertext cf is equivalent to c = Encpk (f(m1, . . . ,mt)), i.e. they decrypt to the same
plaintext, but they are different in their construction (e.g. they may have different noise).
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Questions for Homomorphic Encryption Scheme

1 Which functions can the scheme evaluate?

2 How much does the ciphertext grow after each homomorphic operation?

Definition (F -homomorphic scheme)

The scheme E isF -homomorphic if there existsEval such that
Decsk (Evalevk(f, c1, . . . , ct)) = f(m1, . . . ,mt) for all f ∈ F ,where ci = Encpk(mi).

Definition (compact ciphertext)

A ciphertext is compact if the bound of the bit-length growth is independent of the complexity of
the homomorphic operations or functions being evaluated.
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Fully homomorphic and its weaker cousin

Definition (FHE scheme)
A Fully Homomorphic Encryption (FHE) scheme E is an encryption scheme where the ciphertexts
are compact, and the scheme isF -homomorphic, whereF is the set of all the (efficiently
computable) functions.

For the sake of history:

Definition (SHE scheme (Gentry 2009))

A Somewhat Homomorphic Encryption (SHE) scheme is a scheme that isF -homomorphic for a
limited classF , e.g. capable of evaluating “low-degree” multivariate polynomials
homomorphically. In an SHE scheme, the compactness of ciphertexts could be violated.
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History...

Schemes based on LWE and RLWE problems

Schemes based on ideal lattices
Schemes based on AGCD problem

Schemes based on NTRU
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2023

LW

8



A scheme small enough to fit on one slide

Let us look at the simplest scheme of the family, DGHV over the integers.
Encryption: the messagem ∈ {0, 1}

c = m+ 2e+ pq

where
⋆ p ∈ Z odd is the secret key
⋆ q ∈ Z such that q ≫ p
⋆ e ∈ Z is a small error

Decryption:
m = (c mod p) mod 2

van Dijk, Gentry, Halevi, Vaikuntanathan, Fully homomorphic encryption over the integers (2010).
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Both operations, and the price for them

c = m+ 2e+ pq c′ = m′ + 2e′ + pq′

Addition: c+ c′ = m+m′ + 2(e+ e′) + p(q + q′)

Multiplication: c · c′ = m ·m′ + 2(2e · e′ + . . .) + p(pqq′ + . . .)

Decryption is correct only if the error is not too big.

Dec(c · c′) = (c · c′ mod p) mod 2

The error grows linearly with the number of additions and exponentially with the number of
multiplications.

10



Both operations, and the price for them

c = m+ 2e+ pq c′ = m′ + 2e′ + pq′

Addition: c+ c′ = m+m′ + 2(e+ e′) + p(q + q′)

Multiplication: c · c′ = m ·m′ + 2(2e · e′ + . . .) + p(pqq′ + . . .)

Decryption is correct only if the error is not too big.

Dec(c · c′) = (c · c′ mod p) mod 2

The error grows linearly with the number of additions and exponentially with the number of
multiplications.

10



From SHE to FHE: bootstrapping

How can we reduce the error?

Gentry’s observation (2009)

An SHE scheme with sufficient homomorphic evaluation capacity can be transformed into an FHE
scheme by using the bootstrapping technique.

The key idea: decrypt the ciphertext homomorphically.
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Bootstrapping in one picture
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History... first generation

improve

Gentry (2009)

Smart, Vercauteren (2010)
batching 


Gentry, Halevi (2011)

Scholl, Smart (2011)

Stehlé, Steinfeld (2010)

Ideal lattice-based FHE schemes

+ First fully homomorphic scheme
− Difficult to implement efficiently
− 2016: efficient attack [1]
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[1] Cramer, Ducas, Peikert, Regev - Recovering short generators of principal ideals in cyclotomic rings (2016)
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History... first generation

van Dijk, Gentry, Halevi, Vaikuntanathan (2010) 

- DGHV scheme -

Coron, Mandal,
Naccache, Tibouchi

(2011)

Coron, Naccache,
Tibouchi (2012)

modulo switching

Kim, Lee, Yun, Cheon
(2013)

batching 


Coron, Lepoint,
Tibouchi (2013)

Nuida,
Kurosawa (2015)

batching 

for non-binary space


Coron, Lepoint,
Tibouchi (2014) Cheon, Stehlé (2015)

scale invariant LWE reduction

Cheon, Coron, Kim, Lee,

Lepoint, Tibouchi,

Yun (2013) merge
version

batching 


AGCD-based FHE schemes

Approximate - Greatest Common Divisor

+ Very simple
− High computational complexity
− Large public key size
− 2012: efficient attack [2]
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[2] Chen, Nguyen - Faster algorithms for approximate common divisors: Breaking fully-homomorphic-encryption
challenges over the integers (2012)
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The second generation:
managing the error



History... second generation

Bootland, Castryck, Iliashenko,
Vercauteren (2020) 

Kim, Laine, Player, Xia (2018) 

Fan, Vercauteren (2012) 

- FV scheme - 

Brakerski (2012) 

Brakerski, Vaikuntanathan
(2011)

modulo switching

LWE version

scale invariant 

modulo switching

LWE version

RLWE version

L

L

L

encoding method

encoding method

Brakerski, Vaikuntanathan
(2011)

re-linearization 

RLWE version

Brakerski, Gentry, Vaikuntanathan
(2012) - BGV scheme -

Leveled FHE

Bajard, Eynard, Hasan, Zucca
(2016)

RLWE version L

RNS

Halevi, Polyakov, Shoup
(2019)

RLWE version L

RNS

Al Badawi, Polyakov,

Aung, Veeravalli, Rohloff

(2019)
comparison

Kim, Polyakov, Zucca (2021)

LWE and RLWE version

RLWE version

RLWE version

Chen, Han (2018)

improve

RLWE version

improve bootstrapping
Gentry, Halevi, Smart (2012)

LRLWE version

Gentry, Halevi, Smart (2012)

asymptotically fastest

 FFT and CRT optimizations 

RLWE version L

L

Costache, Laine, Player
(2020) comparison

RLWE version

comparison

Bajard, Eynard, Martins,
Sousa, Zucca (2019)

comparison

Halevi, Shoup (2020)
RLWE version

improve bootstrapping (BGV)

improve

re-linearization 

L

(R)LWE-based FHE schemes

+ New method to manage the error:
modulus switching⇒ leveled version

+ Efficient packing
− Slow bootstrapping
− No non-arithmetic functions
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Lattices

A latticeL generated byb1, . . . ,bn ∈ Rm is the set of linear combinations ofb1, . . . ,bn with
coefficients inZ,

L(b1, . . . ,bn) = {x ∈ Rm : x = a1b1 + a2b2 + . . .+ anbn where ai ∈ Z}.

Let q be a positive integer, a q-ary lattice is a latticeLq(A) ⊆ Zm defined byA ∈ Zm×n
q :

Lq(A) := {x ∈ Zm : ∃ s ∈ Zn such thatAs = x mod q} .
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LWE Problem - as a lattice problem

Definition (Search LWE Problem (Regev))

Givenb ∈ Zm
q andA ∈ (Zq)

m×n, find an unknown vector s ∈ Zn
q such that

A s+ e = b mod q

where e ∈ Zm
q is small random error.

Bounded Distance Decoding Problem

LetA ∈ (Zq)
m×n, then

Lq(A) := {x ∈ Zm : ∃ s ∈ Zn s.t. As = x mod q},

The Bounded Distance Decoding (BDD) problem asks to findx = As ∈ L closest to the target
t = bwith the promise that ∥t− x∥ = ∥e∥ ≤ α, whereα≪ λ1(L).

17



From the LWE problem to an LWE-based scheme

Recall – LWE problem

Givenb ∈ Zm
q ,A ∈ (Zq)

m×n, and e ∈ Zm
q a small random error, find s ∈ Zn

q such that

A s+ e = b mod q.

For the FHE
scheme

The secret key s ∈ χn
s

The public key (A,A s+ te = b)

18



RLWE Problem
Them-th cyclotomic polynomialΦm(x), for any positive integerm, is the unique irreducible
polynomial with integer coefficients that is a divisor ofxm − 1 and is not a divisor ofxk − 1 for
any k < m:

Φm(x) =
∏

(j,m)=1

(x− ξj),

where ξ is a primitive rootm-th root of unity (i.e., ξm = 1 and ξk ̸= 1 for k = 1, 2, . . . ,m− 1).

Definition (Search RLWE Problem)
LetRq = Zq[x]/⟨Φm(x)⟩, whereΦm(x) is them-th cyclotomic polynomial.
Find an unknown polynomial s ∈ Rq given access to many independent RLWE samples

{(ai, bi = ai · s+ ei) ∈ Rq ×Rq}i=1,...,k

where ai ∈ Rq , and ei ∈ Rq are small random error polynomials.
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From LWE to RLWE
Working with matrices overZq is expensive: a public key is a full matrix, and matrix-vector
products costO(n2).

Ring-LWE replaces vectors by polynomials in the ring

Rq = Zq[x]/⟨Φm(x)⟩, typically withΦm(x) = xn + 1, m = 2n = 2k,

and an RLWE sample has the form

b = a · s+ e ∈ Rq, a← Uq, s← χs, e← χe.

✓ a public key consists of two ring elements instead of a matrix;
✓ one ring multiplication can be implemented inO(n log n) – we come back to this;
✓ SIMD packing allows many messages to be packed into one polynomial – we come back to this.

Modern FHE schemes are typically built on RLWE or its generalisation, GLWE.
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The BGV scheme on one slide

 

Leveled BGV scheme on RLWE

Enc(   )

Dec(   )
 

MSB LSB

A small random error

random polynomial

RLWE sample

Recall

Brakerski, Gentry, Vaikuntanathan - (Leveled) fully homomorphic encryption without bootstrapping (2012)
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Homomorphic operations

c = (c0, c1) can be see as a polynomial c(x) =⇒ Dec(c) = [[c(s)]q]t = [[c0 + c1s]q]t.

Let c = (c0, c1) and c′ = (c′0, c
′
1) be two ciphertexts.

Add(c, c′): output ([c0 + c′0]q , [c1 + c′1]q) – still two components.
Mul(c, c′): output ([c0c′0]q , [c0c′1 + c1c

′
0]q , [c1c

′
1]q) – three components.

Multiplication creates two problems at once:
⋆ the ciphertext grows

=⇒ re-linearlization/key switching;
⋆ the error grows , and multiplicatively;

=⇒ modulus switching.
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Focus on the multiplication

Let c = (c0, c1) and c′ = (c′0, c
′
1), then

d = c · c′ = (d0, d1, d2) = (c0 · c′0 , c0 · c′1 + c1 · c′0 , c1 · c′1)

represents the product of the two polynomials c(x) and c′(x).

To decryptd, we have to calculate [ [d(s) = d0 + d1 · s+ d2 · s2]q ]t.

The extended ciphertext (d0, d1, d2) =⇒ decrypted using an extended secret key (1, s, s2).

The inconvenience is that every multiplication expands the decryption key.
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Key switching – intuitively
Instead of using this special decryption, we use a relinearization procedure (called key switching)
to convert the ciphertextd = (d0, d1, d2) ∈ R3

q back to a ciphertext c̄ = (c̄0, c̄1) ∈ R2
q .

convert d2s2 =⇒ c̃0 + c̃1s using somehow the encryption of s2 under s.

Indeed,
Encs(s

2) = (β, α) = (−us+ te+ s2, u+ te1)
≈ (αs+ s2,−α).

Thus, s2 ≈ β − αs and then we have a normal ciphertext:

d0 + d1s+ d2s
2 = d0 + d1s+ d2(β − αs) = c̄0 + c̄1s

[1] Brakerski, Vaikuntanathan - Fully Homomorphic Encryption from Ring-LWE and Security for Key Dependent Messages (2011)
[2] Gentry, Halevi, Smart - Homomorphic Evaluation of the AES Circuit (2012)
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A new method for managing the error

Modulus switching

Any time that we do a homomorphic operation,
the error increase =⇒ Brakerski, Gentry, and
Vaikunthanathan proposed a new method for
managing the error in FHE.

The basic idea is to divide the error by some p.
Thus, we have to divide the ciphertext by p

c mod q =⇒ c′ =
c

p
mod

q

p

such thatm = Dec(c) = Dec(c′).

Levels

Every time that we divide by p,
we go down by one level

25



The consequence: leveled fully homomorphic encryption

We fix a chain of moduli qL−1 =
∏L−1

j=0 pj and we spend one level per multiplication.

Definition (leveled fully homomorphic)

A leveled fully homomorphic scheme is a scheme that supports the evaluation of circuits of a
specific depth: it isF -homomorphic, whereF is the set of all functions of some specific degree,
and the bound on the length of the ciphertext is independent of such degree.

The depth becomes a setup parameter of the scheme.

Why this changed everything

A leveled FHE scheme avoids the computationally expensive bootstrapping technique. This
made the schemes applicable to practical scenarios, and it is the reason the field grew from 2012
on.
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Making it fast: packing
and representations



Plaintext packing: from theory . . .
Let t be a prime which does not dividem, and letRt = Zt[x]/⟨Φm(x)⟩.
Φm(x) ∈ Zt[x] splits mod t intoκ distinct irreducible factors Fi(x) ∈ Zt[x], each of the same
degreeN :

Φm(x) = F1(x) · · ·Fκ(x), deg(Φm(x)) = φ(m) = Nκ,

whereN is the smallest positive integer such that tN ≡ 1 mod m.
By the Chinese Remainder Theorem for polynomials,

Rt → Zt[x]/⟨F1(x)⟩ × · · · × Zt[x]/⟨Fκ(x)⟩ ≈ FtN × . . .× FtN

f(x) 7→
(
f(x) mod F1(x), . . . , f(x) mod Fκ(x)

)
Important for us

Each message inRt actually corresponds toκmessages inFtN . We call each of these
components a slot.
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. . .to an amortised cost
Special case: m = 2ι = 2n,Φm(x) = xn + 1 and t prime s.t. t ≡ 1 mod 2n

=⇒ κ = n andN = 1: letting ξ be a primitivem-th root of unity,

Rt ≈ Zt/⟨x− ξ1⟩ × . . .× Zt/⟨x− ξn⟩,

that is,n slots, each one a plain element ofZt.

Withn slots in one ciphertext, one homomorphic multiplication computesnmultiplications at
once: this is SIMD (single instruction, multiple data) on encrypted data.

Withn = 215, a single ciphertext operation does 32768 useful ones.

✓ the cost per message drops.
28



Number Theoretic Transform
The Number Theoretic Transform (NTT) and its inverse, the INTT, transform a polynomial into a
point-wise representation such that

INTT(NTT(a)⊙ NTT(b)) = a · b
where⊙ denotes the point-wise multiplication of the transformed polynomials.

Plaintext space

Packing/BatchingINTT

Encryption
Ciphertext space

NTT
SIMD (single instruction multiple data) 
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The last obstacle: arithmetic on huge numbers

We always work inRq = Zq[x]/⟨xn + 1⟩, and a polynomial is stored by its coefficients
a = [a0, a1, . . . , an−1] ∈ Zn

q .

Problem 1: q is much bigger than the native word size (roughly 200 to 1500 bits), so we need
multi-precision arithmetic =⇒ very inefficient.

Problem 2: multiplying two polynomials of degreen costsn2 coefficient multiplications, andn is
215 or more.

Two changes of representation solve both: RNS and NTT.

30



The last obstacle: arithmetic on huge numbers

We always work inRq = Zq[x]/⟨xn + 1⟩, and a polynomial is stored by its coefficients
a = [a0, a1, . . . , an−1] ∈ Zn

q .

Problem 1: q is much bigger than the native word size (roughly 200 to 1500 bits), so we need
multi-precision arithmetic =⇒ very inefficient.

Problem 2: multiplying two polynomials of degreen costsn2 coefficient multiplications, andn is
215 or more.

Two changes of representation solve both: RNS and NTT.

30



The last obstacle: arithmetic on huge numbers

We always work inRq = Zq[x]/⟨xn + 1⟩, and a polynomial is stored by its coefficients
a = [a0, a1, . . . , an−1] ∈ Zn

q .

Problem 1: q is much bigger than the native word size (roughly 200 to 1500 bits), so we need
multi-precision arithmetic =⇒ very inefficient.

Problem 2: multiplying two polynomials of degreen costsn2 coefficient multiplications, andn is
215 or more.

Two changes of representation solve both: RNS and NTT.

30



Solution P1: Residue Number System (RNS/CRT) representation
LetB = {p0, p1, . . . , pℓ} be a basis of pairwise coprime integers and let q =

∏ℓ
i=0 pi. We define

[·]B : Zq −→
ℓ∏

i=0

Zpi , a 7→ [a]B = ([a]pi)0≤i≤ℓ

The mapping [·]B is a ring isomorphism, by the Chinese Remainder Theorem (CRT).
This representation [a]B is known as the Residue Number System (RNS) representation of
a ∈ Zq .
RNS allows arithmetic operations to be performed component-wise in the smaller ringsZpℓ ,
each of them of machine word size.
The isomorphism extends naturally to polynomial rings: [·]B : Rq −→ Rp0 × · · · × Rpℓ

The chain of primes we introduced for the levels is exactly the RNS basis.
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Double-CRT: how a polynomial is actually stored
Put the two changes of representation together: RNS splits the modulus, the NTT splits the
polynomial.

a(X) ∈ Rq

a(X) mod p0

a(X) mod p1

...

a(X) mod pℓ

RNS

q =
∏

i qi

· · ·

· · ·

· · ·

...

NTT
a(ξ0) a(ξ1) a(ξ2) a(ξn−1)

n columns, one per evaluation point

ℓ
+

1
row

s

A polynomial is a (ℓ+ 1)× nmatrix of machine words

Addition and multiplication are entry-wise on that matrix. Withn = 215 and log q ≈ 1500 that is 25 rows of 32768
words, so one ciphertext (two polynomials) is about 12MB. 32



In (somehow) practice

Ciphertext space

NTT

Point wise operations:
multiplications

Additions...

33



In (somehow) practice

Ciphertext space

INTT modulus & key switching

33



Back to history . . .



History... third generation

Gentry, Sahai and Waters (2013)

- GSW scheme -

LWE version

approximate eigenvector

Khedr, Gulak, Vaikuntanathan
(2015)

RLWE version
Alperin-Sheriff, Peikert (2013)

Hiromasa, Abe, Okamoto
(2016)

homomorphic matrix
multiplication

Ducas, Micciancio (2015)

- FHEW scheme - 

RLWE version

Chillotti, Gama, Georgieva,
Izabachéne (2016-2019)

LWE and RLWE version

TFHE

LWE version

LWE version

Guimarães, Borin, Aranha
(2021)

Chen, Chillotti, Song (2019) Chillotti, Ligier, Orfila, Tap

(2021)

multi-key

Carpov, Izabachène,
Mollimard (2019)

LWE and RLWE version LWE and RLWE version LWE and RLWE version LWE and RLWE version

improve bootstrapping improve bootstrapping improve bootstrapping

Lee, Micciancio, Kim, Choi,
Deryabin, Eom, Yoo (2022)

improve bootstrapping

Micciancio, Polyakov

(2021) comparison

Brakerski, Vaikuntanathan
(2014)

RLWE version

Lee, Micciancio, Kim, Choi,
Deryabin, Eom, Yoo (2022)

RLWE version

improve bootstrapping

LWE and RLWE version

(R)LWE-based FHE schemes

+ Approximate eigenvector: a new way to
perform operations.

+ Fast bootstrapping: a new method to
homomorphically compute the NAND
(programmable bootstrapping)

− No packing technique
− No efficient leveled version

2012 2013 2015 20162009 2010 2011

Gentry DGHV BV BGV

FV

Brakerski
GSW TFHE CKKS

LTV

FHEWYASHE

20171978

Rivest,
Adleman,
Dertouzos

2023

LW
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History... fourth generation

Cheon, Han, Kim, Kim, Song
(2018)

Cheon, Kim, Kim, Song (2017)

- CKKS scheme -

approximate arithmetic numbers

Cheon, Han, Kim, Kim, Song
(2018)

LLWE and RLWE version

LLRLWE version RLWE version

RNS

Han, Ki (2020)
RLWE version

improve bootstrapping

Kim and Song (2018)
LRLWE version

Boemer, Costache,
Cammarota, Wierzynski (2019)

RLWE version

complex packing
complex packing

L

RLWE version

 Kim,  Papadimitriou, Polyakov
(2022)

RLWE version

RLWE version

improve
bootstrapping

L

Jutla, Manohar  (2021)
RLWE version

improve bootstrapping
Jutla, Manohar  (2022)

RLWE version

improve bootstrapping

Lee, Lee, Kim, No (2020)
RLWE version

improve bootstrapping

Lee, Lee, Lee, Kim, No (2022)
RLWE version

improve bootstrapping

Bossuat, Mouchet, Troncoso-
Pastoriza Hubaux (2021)

RLWE version

improve bootstrapping

Bossuat, Troncoso-Pastoriza
Hubaux (2022)

RLWE version

improve bootstrapping

fully homomorphic

reduce error

Chen, Chillotti, Song (2019)
improve bootstrapping

RLWE version

(R)LWE-based FHE schemes

+ Approximate schemes
⇒ operations over (approximations of)
real numbers.

+ Efficient packing techniques
− “Slow” bootstrapping (better than the

second generation)
− No non-arithmetic functions

2012 2013 2015 20162009 2010 2011

Gentry DGHV BV BGV

FV

Brakerski
GSW TFHE CKKS

LTV

FHEWYASHE

20171978

Rivest,
Adleman,
Dertouzos

2023

LW
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History... fifth generation

Liu, Wang (2023)

Liu, Wang (2024)

SIMD Functional Bootstrapping 

Chung, Kim, Kim, Lee
(2024)Lee, Min, Song (2024) Bae, Cheon, Kim, Stehlé

(2024)
Boolean bootstrapping

BGV/BFV

BFV

BFV/CKKS

Bae, Kim,
Stehlé, Suvanto (2024)

Alexandru, Kim, Polyakov
 (2025)

(R)LWE-based FHE schemes

+ Hybrid schemes
⇒ plaintext data represented as vectors of
integers or Boolean values

+ Support the evaluation of arbitrary
functions using look-up tables

− Slow functional bootstrapping

2012 2013 2015 20162009 2010 2011

Gentry DGHV BV BGV

FV

Brakerski
GSW TFHE CKKS

LTV

FHEWYASHE

20171978

Rivest,
Adleman,
Dertouzos

2023

LW

This is the part of the story that is still being written!
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What functions can we evaluate homomorphically?

BGV, BFV and CKKS are naturally limited to multiplication, addition and subtraction (in CKKS,
also division by a constant) =⇒ they work only on arithmetic functions.
TFHE and LW use programmable bootstrapping: during the bootstrapping the scheme
evaluates a look-up table, so the same operation that reduces the noise also evaluates any
function.

Just to have an idea
In TFHE, functions are encoded by storing discretized elements of their images, and the
evaluation selects a table position. This generalizes to any function, including non-polynomial
ones, using the algorithm called blind rotation, which is part of the bootstrapping.
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Backup – practical parameters

BGV BFV CKKS TFHE

arithmetic integer real number bitwise operations

polynomial degreen 215 − 217 210 − 211

plaintext modulus t better coprime withn – 2κ
t ≥ 232 − 264 t ≤ 232 − 264

ciphertext modulus q 2500 − 21500 232 or 264

Note. The practical crossover point is between t = 232 and t = 264 [1].

[1] Costache, Laine, Player - Evaluating the effectiveness of heuristic worst-case noise analysis in FHE (2020)
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For tomorrow...



What we did not discuss

How much the noise actually grows: every operation in this lecture has a noise bound, and those
bounds are what decides whether a circuit is correct.
How to choosen, q, t and the moduli chain: correctness, security and efficiency pull in opposite
directions.
How secure a given parameter set really is against lattice attacks.

This is exactly the subject of the second lecture.
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. . .Thank you for your
attention!
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