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Recap; What are the parameters of an FHE scheme? )

Almost all FHE schemes used today are based on the Learning with Errors (LWE) proBIem (orits
algebraicvariant):

Definition (Search LWE Problem (Regev))

Givenb € Zj and A € (Zg)™*", find an unknown vector s € Zj such that

As+e=bmod g

wheree € Zg’l is small random error.
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Almost all FHE schemes used today are based on the Learning with Errors (LWE) proBIem (orits
algebraicvariant):

Definition (Search LWE Problem (Regev))

Givenb € Zj and A € (Zg)™*", find an unknown vector s € Zj such that

As+e=bmod g

wheree € Zg’l is small random error.

m s follows the distribution y s with standard deviation 0.
m e follows the distribution . with standard deviation o.
m Modulus g and the LWE dimension n.

m Security level A.
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What a complex life!

To guarantee correctness , we need a large

enough modulus q.
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What a complex life!

To guarantee correctness , we need a large
enough modulus g.

Security problem: larger ¢ decreases the
security.
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What a complex life!

To guarantee correctness , we need a large
enough modulus g.

Security problem: larger ¢ decreases the
security.

Efficiency problem: To increase the security

level X again, we need a larger dimension n.
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(Some of the FHE) Problems
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m All the parameters are related to each other.

Cascading Effect: Altering one parameter triggers a ripple effect, influencing other parameters
throughout the scheme.

Trade-off between security (small ¢) and error margin (large q): very complicated to find a optimal set
(namely, secure and efficient) of parameters.

m Powers-of-two are spars : the jump between two consecutive powers-of-two is big.



What can we do?
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1. . Compute e properly
2.  Finda formula that links security and the other parameters
3. Providean for any circuit

4. Finda ®,,,(z) which has not a power-of-2 degree



Small parenthesis on non-power-of-2 polynomials
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Find a ®,,, (z) which has not a power-of-2 degree

We have to take care of:
m How reduction modulo the quotient
cyclotomic polynomial ®,,, (x)impacts
m the computation of polynomial products;
m theerror bounds.
m “Fast” algorithms for the Number Theoretic
Transform (NTT);

Di Giusto, Marcolla— Breaking the power-of-two barrier: noise estimation for BGV in NTT-friendly rings (2024)
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Find a ®,,, (z) which has not a power-of-2 degree

We have to take care of:

m How reduction modulo the quotient e
cyclotomic polynomial @,,, (z)impacts 1o
m the computation of polynomial products; .
m theerror bounds.

120

110

security level

m “Fast” algorithms for the Number Theoretic Do -
Transform (NTT); Lo Security formula for:

n=24
S oepe ey The length of vectors is — n=2%¥ N
One DOSSIbIIIty m=2'37 = n= m/3 and reduced by 25% .
mult comparable 600 osa 700 800 900
D, (T) =" — 3777’/2 +1 efficiency

Di Giusto, Marcolla— Breaking the power-of-two barrier: noise estimation for BGV in NTT-friendly rings (2024)



Worst-Case vs
Average-Noise analysis



Noise analysis
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We want e as small as possible.



Noise analysis

We want e as small as possible.

Compute e = ||v|| properly
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Current Approaches for studying the error

Ciphertexts are random polynomials c(x) € R,,.

The worst-case approach, which estimates the noise by
bounding its norm.
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Ciphertexts are random polynomials c(x) € R,,.

The worst-case approach, which estimates the noise by
bounding its norm.

—> The canonical normis [|a||*" = maxjecz: |a(&7)]. It
is the norm of the canonical embedding:
0:R=2x])(®p(zx)) — CHM
a = (a(&));



Current Approaches for studying the error
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Ciphertexts are random polynomials c(x) € R,,.

The worst-case approach, which estimates the noise by
bounding its norm.

= The canonical normiis Ha‘ ’am = mMaxjeczx |a(§])‘- is a measure of dispersion, meaning itis
a measure of how far a set of numbers is spread
Theorem (Di Giusto, -) out from their average value.
The is the square root of the

Leta € R4 bearandom polynomial whose coefficientsare  variance.
identically distributed, have mean zero and variance 1/,

then the distribution of a(§) is well approximated by a

centered Gaussian distribution with variance ¢(m) V.
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The worst-case approach, which estimates the noise by
bounding its norm.

—> The canonical normis ||a||*™ = max;ez: |a(&7)].

Theorem (Di Giusto, -)

Leta € R4 bearandom polynomial whose coefficients are
identically distributed, have mean zero and variance 1/,
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Ciphertexts are random polynomials c(x) € R,,.

The worst-case approach, which estimates the noise by
bounding its norm.

—> The canonical normis ||a||*™ = max;ez: |a(&7)].

Theorem (Di Giusto, -)

Leta € R4 bearandom polynomial whose coefficients are
identically distributed, have mean zero and variance 1/,
then the distribution of a(§) is well approximated by a
centered Gaussian distribution with variance ¢(m) V.
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The average-case approach, which
models the coefficients of the critical
quantity as random variables and
studies their variance.
+ llallos < DV3V:

NV

VN

* |ablloo = = — < [Jad]|*""



Current Approaches for studying the error
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Ciphertexts are random polynomials c(x) € R,,.

The worst-case approach, which estimates the noise by The average-case approach, which
bounding its norm. models the coefficients of the critical
— The canonical normis ||a||®" = max;cz: |a(¢7)]. quantity as random variables and
studies their variance.
Theorem (Di Giusto, -) * |lalloc < DV2V,
) ) NV,
Leta € R4 bearandom polynomial whose coefficients are E @
identically distributed, have mean zero and variance V,, * ||ab||oo = MAA & < ||abl|c™
then the distribution of a(§) is well approximated by a
centered Gaussian distribution with variance ¢(m)V,. * [laf|**™ < (m)]|al|o
, * |lalloo < cmllall®”
* |lal|®™ < D+/d(m)V, holds with probability 1 — ¢(m)e " /2 for the ring expansion factor ¢,,

*[|ad]|*™ < flal| " |[b]] " (ifm=2" = ¢y =1)



Average-case controversy
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The average-case provides estimates that are closer to experimental observations.



Average-case controversy
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A Critique on Average-Case Noise Analysis in RLWE-Based
It relies on two assumptions that have recently Homomorphic Encryption

been Ca”ed into question. Authors Mingyu Gao, . HongrenZheng  Authors Info & Claims

The average-case provides estimates that are closer to experimental observations.

Pages26-37 » | 0rg/10.1145/3733811.3767312

Most existing approaches model the coefficients — e
Published: 13 October 2025 Publication History veck for updates
of the critical quantity as:
990 A 182 a 2 » BE

m Independent.

I Abstract 4! Al Summary

m Gaussian distributed.

Homomorphic encryption schemes based on the Ring-Learning-with-Errors problem require
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A Critique on Average-Case Noise Analysis in RLWE-Based
It relies on two assumptions that have recently Homomorphic Encryption

been Ca”ed into question. Authors Mingyu Gao, . HongrenZheng  Authors Info & Claims

The average-case provides estimates that are closer to experimental observations.

Pages26-37 » | 0rg/10.1145/3733811.3767312

Most existing approaches model the coefficients — e
Published: 13 October 2025 Publication History veck for updates
of the critical quantity as:
990 A 182 a 2 » BE

m Independent.

I Abstract 4! Al Summary

m Gaussian distributed.

Homomorphic encryption schemes based on the Ring-Learning-with-Errors problem require

Who is right?



BGV scheme - The three basic algorithms

m Key(\, L):

* Sample s < x5, a < Uy, ande < xinR,,,

* Output the secret key sk = s and the publickey pk = (b, a) = [(—a - s + te, a)],, .
m Encpi(m):

* Receiveaplaintext m € R; and the publickey pk = (b, a);

* Samplew < X7, e, e1 + X2

* Output ¢ = (c, L, v) where the ciphertext is

A
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c=(co,c1) =[(b-u+teg+m,a-u+te)lq,.

cis called extended ciphertext.

m Decg(c):
* Receive the secret key sk and the extended ciphertext ¢ = (c, ¢, v);
* Output
m = [[co +c1 - sg, Ji -
Note that

v=co+c1-slg, =[(—a-s+te) - ut+teg+m+(a-u+ter)-sly, = [m—l—t(e-u—&—el-s—i—eo)]qeg



The BGV Example on average-case noise analysis
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[
\ €] my u1:m1+teo+ture+t61
e ms u2:m2+te'0+tu'-e+te’1
e* ~ejes [mama); V1V2:m1m2+(...)+(...)e+(.,E+(...) (.,.)e2+(..

The noise always has this form

V:E aLsL:E E b cass
L Lo



First Assumption: Independency

Are the noises independent?
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Are the noises independent?

Short Answer:
= Errors share powersof sande

Theorem (Biasioli, -, Murru, Urani)

Let V', V' be the variances of the noise coefficients of two ciphertexts. Then, the variance of the noise
coefficient obtained by a multiplication of these two ciphertexts is

Vil < nV V/FsFe 5

where F; and F, depending on the number of multiplications previously performed in the circuit.



First Assumption: Independency

Cryptography
Research
Centre

o

Are the noises independent?

Short Answer:
= Errors share powers of < and
Theorem (Biasioli, -, Murru, Urani)
Givenvy =Y, a,s",1p =y, a,s", then

V(a5 a;,5)]6) < nV((an sV (ar,82) 1) F (01, 02) F (1, p2),

/

where 11, 2 represent, respectively, the highest powerof eina,,, aj,.

(a+p5)!

Flo.8) =0

12



Example -1 multiplication
Velean =M +t(c-u+ey-s+eg) = ZL:O Z}:O b,et's" = Z}:O a,s"
where ap = m —+te - u—+teg and a1 = tej.

Multiplying ¢ = Enc(m’) and ¢” = Enc(m”) we get

2 ron ron "/ ! .2
Vmul = Qo + a18 + ags” = agag + (agay + apgay)s + ajay's
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Velean =M +t(c-u+ey-s+eg) = ZLZO Z}:O b,et's" = Z}:O a,s" Vo

Example -1 multiplication

where ap = m —+te - u—+teg and a1 = tej.

Multiplying ¢ = Enc(m’) and ¢” = Enc(m”) we get

Vmul = Qg + o185 + ags? = apal + (apa + afa))s + ayals?
V(¥ma) < nV(agli)V(agl) +nV(apl:)V(ays)) +
+nV(ag|;)V(a}s]i) +nV(a)s|;)V(alsl|;)

= V(vmu) < 2 nV(agli)V(agli)+nV(agli)V(aisli)+nV(agli)V(aisli)+2nV(a1s)V(ays)



Experimental Validation
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Let V7, V5 be the noise variances of two ciphertexts.

variance of the product # product of variances

Dependencies introduces a X nViVoa, — V aViVu-F,F,

Encryption 1 Multiplication 6 Multiplications

nooour  exp our exp our exp
213 4876 4876 9568 9565 9571  95.25
2 4976 4976 98.68 97.62 9871  97.63

215 5076 50.72 101.68 10162 10171 10159

Estimated variances (in log,) of the error coefficients obtained using

our = our estimates, and exp = experimental results via OpenFHE. »




Second Assumption: Gaussianity

Are the errors gaussian distributed?
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Second Assumption: Gaussianity
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Are the errors gaussian distributed?

Short Answer:

le-15

norm

-1.0 -05 0.0 05 10
lel5

Error coefficients distribution after three
multiplications with modulus switching:
asymmetry 0.00 and kurtosis 2.99.

le-40

| =~ norm

0.0

-15  -10 05 0.0 05 10 15
1le40

Error coefficients distribution after three
multiplications without modulus switching:
asymmetry —0.52 and kurtosis 14.38.



Modulus Switch
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=

Modulus switch consists in reducing the error by reducing the ciphertext modulus.

el my
€2 my
e* [myma]y
Modulus switching
—e’+e
l Py ﬁ "
[mamat

qr

qr

qr

qe-1

We add a small correctionterm d to ¢

1
¢ =—(c+9d) mod g
Dbe

m Noise after the modulus switch:

V¢ = ;—:—i—é-s

m Variance after the modulus switch:

v
V — 72+Vm5
Dy

The term Vis is the price of the correction: we divide the

old variance, and pay a new fixed one.

16



Our moduli choice

ERROR AFTER MODULUS SWITCH

V*
v=—+9§-s
Dy —

We proved it is
Gaussian distributed
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VARIANCE AFTER MODULUS SWITCH

Thus, by choosing py large enough

with coefficients variance

ved-s

|4
— + Vins
Py
Specifically, we required
Z 1%
ms 7 a - Vs

1

where we choose o« = 100°

By choosing p, large enough, gaussianity is guaranteed.



Level Independency
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Theorem (Biasioli, -, Murru, Urani)

Let V', V' be the variances of the noise coefficients of two ciphertexts. Then, the variance of the noise
coefficient obtained by a multiplication of these two ciphertext is

Viul < nFs V'V’

where Fsand |- depending on the number of multiplications previously performed in the circuit.

= NO mod switch then Vi, = nF F.V V' BUT  ||V||cc £ DV2Viul

18



Level Independency
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Theorem (Biasioli, -, Murru, Urani)

Let V', V' be the variances of the noise coefficients of two ciphertexts. Then, the variance of the noise
coefficient obtained by a multiplication of these two ciphertext is

Vol <n-2-1-VV/

where Fs and | not depending on the number of multiplications previously performed in the circuit.

— with mod switch then Vipy =~ 2nV V' = 2nV2,  AND ||V||oc < Dv2Vimul

18



Why is it better than worst-case? ) Saegoen

[Vma| |2 < )20 []|90 < D20V VTV VS [vmulllee < DV2Viu = D202V V!

3 multiplications
(BFV example)

m can our exp
t=2%+41
213 450 625 63.6

2 41.0 59.1 60.1
215 137.0 55.6 56.4

# bits missing for
wrap around

n 212 213 214 215

1
can 132.6 136.6 140.6 144.6 » "
our 114.5 117.9 121.4 125.0 |

4%

Biasioli, Marcolla, Calderini, Mono — Improving and Automating BFV Parameters Selection: An Average-Case Approach
(2023)
19



Bsearen
V|| 9" < [|vf|@0 /]| < D2n/VV! VS 1Vmulllco < D2V = D202V V!

Why is it better than worst-case?

— <
B

/" HElib
NG logQ(pg) ~89 7, 912 913 914 915

log,(pe) 29.55 30.55 31.55 32.55

OpenFHE
\\_\w 7 10g2 (q) /;
) n 212 213 214 215 n 212 213 214 215
OpenFHE 147.3 151.8 156.3 161.6 OpenFHE 249.3 256.8 264.3 272.6
our 121.0 1245 128.0 131.5 our 210.3 216.8 223.3 229.8

(a) Circuit of depth 3. (b) Circuit of depth 6.

Biasioli, Marcolla, Murru, Urani — Accurate BGV parameters selection: Accounting for secret and public key dependencies in

average-case analysis (2025)
19



Security of
(R)LWE-based schemes
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Security of schemes based on (R)LWE problems

All FHE schemes (used now) are based on the LWE problem or its ring variant

m The security of FHE schemes depends on the intractability of the LWE problem.

Cryptography
Research
Centre

20



Cryptography
Research
Centre
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m The security of FHE schemes depends on the intractability of the LWE problem.
m Attacks on FHE schemes are based on finding efficient algorithms to solve lattice problems.
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Security of schemes based on (R)LWE problems )

All FHE schemes (used now) are based on the LWE problem or its ring variant

m The security of FHE schemes depends on the intractability of the LWE problem.
m Attacks on FHE schemes are based on finding efficient algorithms to solve lattice problem:s.

The central part of these algorithms is based on
a lattice reduction: starting from a bad lattice } L=L(5)=L(0)
basis, find a better basis.

The BKZ-3 (Block-Korkine-Zolotarev) algorithm

works by calling multiple times an algorithm for CZI A
SVP on sublattices of dimension 5. I I



Thestar 3

In any lattice-based attack, the main role is played by the lattice reduction parameter (3
— determine the optimal B = f(n,q, oe,05).
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In any lattice-based attack, the main role is played by the lattice reduction parameter 3
— determine the optimal B = f(n,q, oe,05).

The security parameter ) relates to 3 via the core-SVP model:
Toxz (3, d) = 8d - 202928164 — X — 0.29253 + log,(8d) + 16.4,

where d is the lattice dimension.

21
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In any lattice-based attack, the main role is played by the lattice reduction parameter 3
— determine the optimal B = f(n,q, oe,05).

The security parameter ) relates to 3 via the core-SVP model:
Toxz (3, d) = 8d - 202928164 — X — 0.29253 + log,(8d) + 16.4,

where d is the lattice dimension.

The previous expression can be reverted for any desired parameter, e.g.

n= g()H(L Ueaas)'

21



How are FHE Parameters Selected Today?
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The Lattice Estimator (https://github.com/malb/lattice-estimator) [1]is a powerful
software tool that provides the running time of (almost) any LWE attack.

1. First Approach — Lattice Estimator

....: from estimator import *
51g=3.19

Xs=ND.UniformMod(3)
Xe=ND.DiscreteGaussian(sig)
n = 2412

=2%%135

o

params = LWE.Parameters(n=n, g=g, Xs=Xs, Xe=Xe)

LWE.primal_usvp(params)

A LWE .primal_bdd(params)

....: LWE.dual(params)

Top: =2180.7, red: =2°7188.7, &: 1.8@6647, B: 237, d: 7838, tag: usvp

Top: =2"180.2, red: =2"108.2, svp: =2"95.5, B: 235, n: 265, d: 8857, tag: bdd
rop: =2%181.9, mem: =2"53.2, m: =2"12.8, B: 237, d: 8198, o: 1, tag: dual

[1] Albrecht, Player, Scott - On the concrete hardness of learning with errors (2015)


https://github.com/malb/lattice-estimator

How are FHE Parameters Selected Today?
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Parameters for FHE scheme: A\, n, ¢, 0, 0¢

T t . Easy toint t
arge Flexible | eylolmesrate Fast
parameter with existing FHE libraries

Lattice Estimator [1] A v X X

[1] Albrecht, Player, Scott - On the concrete hardness of learning with errors (2015)

23



How are FHE Parameters Selected Today?

2. Precomputed tables. The Lattice Estimator has been adopted in [2] and [3] to provide specific
tables for FHE parameters.

Homomorphic distribution  n security logg usvP dec dual
Encyption Standard level

uniform 1024 128 29 1312 1459 161.0
192 21 1925 2253 2472
256 16 2658 326 356.7
2048 128 56 1298 1379 148.2
n loga() || log, () (Classical) 192 39 197.6 2175 2337
— 256 31 258.6 2943 3145
[Binars Ternary  Gaussian 4096 128 111 1282 1320 1395
A=128 192 77 1947 205.5 216.4
- = 256 60 260.4 280.4 295.1
630 179 166 12 8192 128 220 1285 130.1 136.3
1024 32 7.6 63 45 192 154 192.2 197.5 205.3
> 2048 20 20 2.0 256 120 2565 2673 2775
16384 128 440 1281 129.0 133.9
630 49.9 486 46.2 192 307 1921 1947 201.0
750 16.8 45.5 43.0 256 239 2566 2616 269.3
870 437 124 30.0 32768 128 880 1288 129.1 133.6
64 o o o 192 612 1930 1939 198.2
1024 306 8.3 361 256 478 256.4 25838 265.1

2048 12,6 114 9.4

> 4096 2.0 20 2.0 | 20 2.0 2.0

Update version

[2] Albrecht et al. — Homomorphic Encryption Security Standard, HomomorphicEncryption. org, (2018)
[3] Bossuat, et al. - Security Guidelines for Implementing Homomorphic Encryption (2024)


HomomorphicEncryption.org

How are FHE Parameters Selected Today?
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Parameters for FHE scheme: A\, n, q, 0, 0¢

Target Flexible . Easy .to mtegra.lte . Fast
parameters with existing FHE libraries
Lattice Estimator [1] A v X X
Precomputed Tables [2,3] A, n,q, o X v v

[1] Albrecht, Player, Scott - On the concrete hardness of learning with errors (2015)
[2] Albrecht, et al. - Homomorphic Encryption Security Standard (2018)
[3] Bossuat, et al. - Security Guidelines for Implementing Homomorphic Encryption (2024)
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How are FHE Parameters Selected Today?
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Parameters for FHE scheme: A\, n, q, 0, 0¢

Target Flexible . Easy .to mtegra.lte . Fast
parameters with existing FHE libraries
Lattice Estimator [1] A v X X
Precomputed Tables [2,3] A, n,q, o X v v
Formula-based [4,5] AN, q, 0, v v v

[1] Albrecht, Player, Scott - On the concrete hardness of learning with errors (2015)

[2] Albrecht, et al. - Homomorphic Encryption Security Standard (2018)

[3] Bossuat, et al. - Security Guidelines for Implementing Homomorphic Encryption (2024)

[4] Kirshanova, Marcolla, Rovira - Guidance for Efficient Selection of Secure Parameters for Fully Homomorphic Encryption (2024)
[

5] Biasioli, Kirshanova, Marcolla, Rovira - A Tool for Fast and Secure LWE Parameter Selection: the FHE case (2025)
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Third Approach—a Formula-based Approach

A= f(n,q,0¢0)

By

Find closed Build a .
Optimize
formulas from database formulas usin
lattice attacks Lattice o ng
. fitting function
Estimator

DATABASE OPTIMIZATION AND
FORMULA DERIVATION VERIFICATION

D
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Research
Centre
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Optimization—uSVP
We find the optimal (3 for the uSVP attack (where { = o./05):
2nlIn(q/¢) In (7;::53(/;/110?) )
In2 <q\/n In(n/ ln(Q/Ue))/lnq>

2meoe

Given 3, we obtain an expression for \:

A =0.2928 + log, (8 W) +16.4

Cryptography
Research
Centre
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Optimization—uSVP

We find the optimal (3 for the uSVP attack.
Given 3, we obtain an expression for \.
We built our database.

Xs Rangeofn Rangeoflogq o, #points
Us  [210,219] [10,1600] 319 5282
Uy 210 211] 20, 64] 319 42962
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Optimization—uSVP
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We find the optimal (3 for the uSVP attack.
Given 3, we obtain an expression for \.
We built our database.

Xs Rangeofn Rangeoflogq o, #points
Us 210, 215] [10,1600] 319 5282

For BGV/BFV/CKKS :
* Thesecrets follows

Ternary distribution xs = Us: Uniform over the ternary set {1, 0}, thusos = /2/3.
Sparse distribution xs = HWT (h) chooses a vector uniformly at random from {0, +1}" with exactly h
nonzero entries, where h < n positive integer, thus os = y/h/n.

* The error e follows the discrete Gaussian distribution x. = DG(0, 02) with o, = 3.19.

* The LWEdimensionn € {20, ... 2'%} and moduluslog ¢ € {20,...,2900} dependingonnand \:

eg for80 < XA < 192andn =2 = 20<logg <45 or n=2'" — 1230 < logq < 2900.
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Optimization—uSVP

Cryptography
Research
Centre

We find the optimal (3 for the uSVP attack.
Given 3, we obtain an expression for \.
We built our database.

Xs Rangeofn Rangeoflogq o, #points
Us  [210,219] [10,1600] 319 5282
Uy 210 211 20, 64] 319 42962

For DM/CGCl :

* The secret s follows binary distribution x5 = Us: Uniform over the set {1, 0}, thus o5 = 1/2.

* Theerror e follows the discrete Gaussian distribution x. = DG(0, ag), the centered at O with
standard deviation o, that varies.

* The LWE dimensionn € {219 211} and modulus ¢ € {232,264} .
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Optimization—uSVP

We find the optimal (3 for the uSVP attack.
Given 3, we obtain an expression for \.
We built our database.

We model our approximation formula with coupled
optimization, finding lambda

e (28
A=Af+ Bl (mw/me))) T

where A, B, C are fitted once, separately for ys = Uz and xs = Us.
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0 500 1000 1500 2000
logg
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Optimization—uSVP

We find the optimal 3 for the uSVP attack.
Given (3, we obtain an expression for \.
We built our database.

We model our approximation formula with coupled
optimization, finding

We approximate our formula 1ambda:

B - -
r L—l—Clnn—l—D
Ing /) Ing

A~ Aln

Again four constants, fitted once per secret distribution: the formula

is then a one-line computation.

3

Cryptography
Research
Centre

26



Security formula for y; = U3and o, = 3.19
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n = 210 n = 215
logq Estimator lambda lambda_s logq Estimator lambda lambda_s
27 129 130 128 810 140 140 140
28 124 125 123 881 128 128 128
30 15 116 14 930 120 121 120
32 107 108 106 1050 106 107 106
43 78 78 78 1200 92 93 92
48 70 70 70 1400 83 80 79
n = 216 n =217
logg Estimator lambda lambda_s logq Estimator lambda lambda_s
1776 134 128 127 3576 127 129 127
1229 191 192 191 2469 192 192 190
955 256 255 255 1918 256 256 254




Whatitis used for



Some possible applications

Medical

Genomics

Machine learning

Statistics over sensitive data
Private information retrieval
Private setintersection

Electronicvoting

s—l 1 |

2%
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Neural Networks
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The activation function used in Neural
Networks is typically non-arithmetic
function. For example

m Relu function f(z) = max(0, x)
m sign function sgn(z)

m hyperbolic tangent function tanh(z)
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Neural Networks

mi-wi +k

f()

Activation function
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Cryptography
Research
Centre

The activation function used in Neural
Networks is typically non-arithmetic.

m 2°and 4° generation schemes
supports linear functions = we
approximate the activation function,
e.g. by a Chebyshev polynomial.

m 3° and 5° generation schemes use
programmable bootstrapping
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Privacy-preserving machine learning: skin cancer detection

= g
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Encrypted
vector

&

FHE evaluation key

O~ Prediction

@

7 l
Encrypted ﬂ ‘Ql‘l

Compressor vector Encrypted
L (CKKS) J result
e
e
tl F
= ﬁ;_._i _
Compress Encrypted
vector
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Biometric authentication: two honest data points

Client Computation Server m?nsa
g o T e )
Authentication Server

Calculate copanson score ::'I’Vl\;:rol:;p"u::l:: :: Decryption
[iore] encrypted data o
riﬁ:::::lxcismn — t

Qe (eYlc)
v lris [1], scheme BFV X Fingerprint [2], scheme CKKS
features are ,they fitthe representations, one verification

slots and the accuracy is preserved takes about 192 minutes, not usable in practice

[1] Morampudi, Prasad, Raju. Privacy-preserving ivis authentication using fully homomorphic encryption (2020).
[2] Bauspiefs, Vad, Myrekrok, Costache, Kolberg, Rathgeb, Busch. On the feasibility of fully homomorphic encryption of

minutiae-based fingerprint representations (2023).
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Apple: private caller identification )

An unknown number calls you. A caller-ID service can tell you who it is, but only if you send it the
number: to learn who is calling, you hand over exactly the metadata you wanted to protect.

Enc(phone number)

\
your phone ’ caller-ID server
holds sk holds the database

Enc(name, spam flag)

AN

Live Caller ID Lookup [1], in iOS 18 and used by third-party providers: the number is encrypted on
the device, the server answers with a homomorphic computation, and it learns neither the
number nor the answer.

{ Scheme: BFV. 128-bit security. The implementation is open source. ]

[1] Apple, Combining machine learning and homomorphic encryption in the Apple ecosystem (2024), and the

swift-homomorphic-encryption library.
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Wrapping up



What to take home )
Two bounds, opposite directions. Correctness pushes g up, while lattice attacks push it down.
The dimension n is the dial that gives us room for both — but every extra bit comes at a cost.

Worst-case is clean; average-case is tight. Norms compose nicely, which makes worst-case
analysis robust but often pessimistic. Modeling the actual noise distribution gives much tighter
estimates — but requires more care.

There is no “magic” parameter set. Choosing FHE parameters means balancing correctness,
security, and efficiency. Fortunately, we have tools to help us navigate this trade-off.

[ Yesterday: why FHE works at all. ]

[ Today: how to choose parameters that make it correct, secure, and practical. }

34



attention!

... Thank you for your
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